IT Gov Minutes
May 3, 2023
Via Zoom

Attendees: Brenton DeBoef, Melissa Frost, Brandon Fuller, Marta Gomez-Chiarri, Michael Greenfield, Joshua Gyllinsky (absent), Amanda Izenstark, Shaun Kavanagh, Karlis Kaugars, Michael Khalfayan, Kara Larsen, Ian Lester, Dean Libutti, Matt McDonald, Ryan Menard (absent), Sanjay Kumar Mupparapu, John Stringer, Kathleen Torrens (absent), Ted Walls (absent)

Guest: Sam Adams


1. Approval of Minutes
a. April 2023
b. Karlis moved to approve minutes as presented.
c. All present voted to approve.

2. Presentation: Access Control Standardization for URI (Sam Adams)
a. This plays into the vision of the new president’s One University as well as VP Rider’s questioning of why do many systems.
b. Two access control issues: traffic / parking gate control immediate concern and enterprise access control & identity management is the long-term goal.
i. Currently six to eight different systems, multiple user databased, limited integrations.
ii. Vision is for enterprise access control with a single user administration interface with brand-agnostic hardware, flexibility re: new ID standards, Active Directory integrations, single-step emergency lockdowns.
iii. Current course of action: working group convened in 2021, established parameters, recognizing long-term funding still needs to be identified for OTO and recurring costs.
iv. Incremental implementation: identify and implement ACM platform, inventory existing ACM infrastructure in university buildings & identify migration path to new system, establish a new ACM as the standard for all new constructions and renovations, as funding allows transition buildings that can be done without significant hardware replacement, and as funding allows, transition remaining buildings (prioritize replacement of Interflex).
v. Project partners: public safety, facilities (lock shop), and HR, HRL, Dining, and other units.
vi. Traffic and parking gates: immediate public safety concern, recent “upgrade” to cloud-based Hub software, goal: new gate management system by start of Fall 2023 term.
1. Proposed solution: expand existing Avigilon Control Center (ACC) system by adding Avigilon Unity access control module.
2. Retain 14 existing Hub gates and reader panels; replace intercoms and add LPR cameras in two locations; hosted by URI; funded by Transportation & Parking; OTO Cost $73,148 with $0 recurring costs.
a. Karlis noted VXRails going away and there will be recurring costs moving is to AWS.
vii. Seeking approval from IT Gov for Access Control Module and providing input and direction as larger institution-wide access control project proceeds.
viii. Questions?
1. Dean: are we on top of current construction and making sure they’re not using new systems? Fine Arts and GSO. Yes.
2. Karlis: Personna and Interflex are the existing systems.  Looking to replace Interflex with Avigilon.  Why not replace everything with Personna? It’s limited in its functionality; meant for smaller campuses; lacks integration that we need.
a. What is the cost to HRL for this replacement with hardware, software, locks, etc.? To replace our locks would be approximately $25M so the compatibility with Personna is essential.

3. Presentation: Next Generation of ID Cards (Shaun Kavanagh)
a. Currently use PVC ID card with magnetic stripe that we used 30 years ago with Library bar code printed on front, and card laminated.
i. Mobile ID available with the Cbord GET App.
ii. Hand Geometry based Biometrics used for Dining Hall Access.
b. Next generation of ID cards have not been determined yet but looking for an NFC chip card, with mobile ID stored in your phone with a blockchain digital ID or some combination of the above.
i. Res halls already use this tapping technology to get into halls and rooms.
c. Questions?
i. Marta: What is the timeline? Within the next five years, depending on funding.
ii. John: what are we doing to be sure it aligns with university IAM project? Peoplesoft is supposed to be the system of truth but it’s not.  A new system will better integrate with the gate system and others.  There needs to be coordination among the three systems (gate, ID, new ERP system) with review, purchase, integration.

4. CIO Updates
a. None at this time.

5. Project Status Updates
a. John: review of IAM solution: how far along are they and what can IT Gov do to assist?
i. Mike K: meeting with vendors still and once complete will reach out for assistance and product demos.

6. Security Update
a. Processing exceptions and gathering information.
b. Final report to CTI will be presented on Thursday.

7. IT Strategic Plan: Prioritization of Initiatives and Actions (John Stringer) 
a. Will review at next meeting; ran out of time.

8. Open Forum
a. Upcoming Meetings
i. Next meeting is WED 6/7/2022 at 9 AM via Zoom.
